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_ WHEREAS the national interests require that all persons privileged 


to be employed in the Federal Government shall be trustworthy, of good 


‘conduct: and character, and of complete and unswerving loyalty to the 


United States; and 


WHEREAS. the American tradition that all persons should receive fair, 


impartial and equitable treatment at the hands of the Government requires 


that all persons seeking the privilege of employment or privileged to be 
employed in the Federal Government be adjudged by consistent and uniform . 


standards which comport with the individual's right of privacy; 


Now, THEREFORE, by virtue of the sutnoeiey vested in me by the 
Constitution and statutes of the United States, including sections 1101 
et seq., 1304, 3301, 3333, 7301, 7311, and 7501 et seq. of Title 5 U.S.C., 
the National Security Act of 1947 (50 U.S.C. 401 et seq.), and the 
Foreign Service Act of 1946, as amended (22 U.S.C. 801 et seq.); and as 
President. of the United States, and deeming such action neceseary in the 
dational interest and in order to protect the rights of citizens seeking 
employment or employed by the United States, it is hereby ordered as 


folléws: 


Section 1. Revocation of E. 0. 10450. This Order shall become 
effective 180 days after the date hereof; Executive Order 10450 of 
April 27, 1953, as amended, is then revoked, except that determinations.” 


made under E. 0. 10450 will not have to be readjudicated. 


Section 2. Purpose of the Order. The purpose of this. Order is to: 
establish uniform standards for classifying positions as to their sensi- 
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tivity; define the types of fnieectencisn conducted for wialdines hide 
retention or access determinations under this Order; aeiineaed the 
authority and responsibilities of the departments and agencies in the 
implementation of this Order; and establish effective oversight ‘to assure 
that departuient and agency implementation of the seiieed set forth herein 


is consistent with the interests of the nation and the donstitutional and 


civil rights of the individuals cpncerned. 


To insure consistent application of the standards and procedures 
contained herein, there shall be established a uniform Federal Personnel 
Security Program operating under the policies and procedures developed 


by the Civil Service Commission and the Department of Justice. 


Section 3. Applicability. In addition to the departments and 
paacned ae-apecds ica in the Act of August 26, 1950, ena Executive Order 
106237 of April 26, 1951, the provisions of that act shall apply to all 
other departments and agencies of ‘ite Government. The provisions of 
this Order shall apply to all executive branch agencies (meiuaiag any 
executive department, agency, or independent establishment of the United 
States or any corporation wholly owned by the United States, the United 
States Postal Service, Postal Rate Commission, and competitive service 
positions in the legislative branch. All other legislative and judicial 
branch organizations may, upon request, utilize the investigative styles 


provided by this Order. 


This Order shall not apply to the Director of Central Intelligence or 


the organizations constituting the intelligence community as defined by 
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Executive -Order 11905, except*the Director of Central Intelligence shall 


prescribe standards for access to sensitive compartmented information. 
aa cdcctel bein access compartnented sniormaric 


——— 
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Section 4. Standard for Personnel Security. The appointment or 


z a memnttinins! 


AS Le 


retention of each civilian officer or employee in any department or 


agency is contingent upon the meeting of the following standard: 


The personnel security standard shall be whether or not in the 


interest of the United States the employment or retention in employment 


of the individual is advisable. 


In applying this standard a balanced judgment shall be reached 
after giving due weight to all the evidence, both favorable and unfavor- 
able, the nature of the position, the mission of the agency, and the value 


of the individual to the public service. 


Section 5. Sensitivity of Positions. Each department or agency 


shall classify each position as either sensitive or nonsensitive. 


(a) The criteria to be applied by the heads of the departments 


or agencies in designating a position as sensitive are: 


(1) Access to information classified as Secret or 


Top Secret under Executive Order 11652. 
. (2) Duties involved in the conduct of foreign affairs; 


(3) Development or approval of plans, policies or programs 


which affect the overall operations of.a department, agency or organi- 
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- (4) Investigative duties, the issuance of Personnel security 


clearances, or the making of personnel security determinations; 


(5) Duties involved in approving the eOnreet ion, grant, 
rd loan, payment or “ether use of property or funds of high value, or other 


iy duties denbiddae the highest degree of public trust and confidence; 


HN (6) Duties involved in the enforcement of laws, er responsi- 


ra ‘bilities for the protection of individuals or property; 


(7) Duties, whether performed by Federal employees or 
contractors, involved in the design, operation or maintenance of Federal 
computer systems, or access to datd*contained in manudl or automated 


files and records or Federal computer systems, when such data relates 


ww sy. 
to national security, personal, proprietary or economically valuable 
ee Pe tienes: 
information, or when the duties or data relate to distribution of funds, 


requisition of supplies or similar functions; or 


ILLEGIB (8) Duties involved in or access to areas which have a 


|| critical impact on the national security, economic well-being of the 


nation, or public health or safety. 


(b) . All other positions shall be designated as nonsensitive, 


~ Section 6. Personnel Security Investigations. vet 


(a) General - The appointment of each civilian officer or employee 
in any department or agency shall be made subject to an investigation 
conducted for the purpose of developing information relevant to determin- 


ing whether such appointment ig in conformance-with the standard specified 
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in Section 4 of this Order. ‘The information to be obtained shall relate 
to the character, reputation, and loyalty of the individual under inves- 


tigation. 


The soaps of the investigation. shall be aaveruines 48 the first 
instance aceouaane to the sensitivity of the position, but in no event 
shall the investigation include less than a National Agency Check, as 
defined by the Civil Service Commission; except that, upon the request 
of the head of the department or agency concerned, the Civil Service 
Coumission may, in its discretion, authorize a lesser investigation with 
respect to per diem, intermittent, temporary or seasonal employees, or 


aliens employed outside the United States. 


( Y sensitive Positions. \The investigation to be conducted 
for persons who “S¥S-to-Oeoupy sensitive positions shall _be conducted 


prtor to appointment, or before the individual assumes the duties of” 


et --LLECIB 
the position. The scope of the investigation shall consist of no less 
_ Seated 


“) In case of an emergency, a sensitive position may be 
filled by a person for whom the required investigation has not been’ 
“eoupleted at the head of the department, agency, or major organizational 
component involved, or a designee who is directly responsible to such 


authority, finds that such an assignment is not contrary to the national 


interest. 


t 
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Pe (2) -Nonsensitive Positions. The investigation to be conducted 
x . 
for persons who occupy nonsensitive positions shall consist of no less 


\than a National Agency Check. ei Lee 


a ee Sete 


If the duties of the position require access, to information 
mL 


aoe 


peep cn 


classified as (onfidential/ under Executive Order 11652, or the position 


is classified at grade GS-9 or ace: or an equivalent rank, “the 
F co 
investigation shall consist of a National Agency Check and written 
| i ene a a 


inquiries to local law enforcement agencies, educational institutions, 


— 


corecr: employers, supervisors and references. The investigation may be 
eoaaucted after appointment, but before access clearance is granted. 
The investigation for positions classified at GS-8 or below and not 
requiring access shall consist of a National Agency Check conducted 


after appointment. 


(b) Investigative Responsibility. The investigation of persons Sos 


entering or employed in the Federal service, including experts and 
consultants however employed, shall be the-responsibility of the Civil 
Service Commission, except in cases in which the head of a department 
or agency assumes that responsibility pursuant to law, or by agreement 


with the Civil Service Commission. 


(c) Referral of Cases to the Federal Bureau of Investigation. pe 


Whenever, during the conduct of the investigation, information is 
developed which indicates that an individual may have acted or been 
coerced, influenced or pressured to act in a manner contrary to the 
national interests, the case shall be referred promptly to the Federal 
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gestion. 7s Due Process. No person may be denied eligibility for 
appointment, denied appointment in the Federal service, denied a clearance, 
suspended or removed from a position in the Federal service by any depart ~- 
ment or agency for failure to meet the standard set forth in Section 4 of 
this Order without being advised of the reasons therefor and given 


opportunity to respond; any such action, either proposed or approved, 


shall be taken in accord with applicable law and regulation. 


Section 8. Determinations Related to National Security. The 
reinstatement, restoration to duty or reemployment of an individual 
suspended or terminated under the authority granted to heads of 
departments and agencies by or. in accordance with the Act of 
August 26, 1950 (5 U.S.C. 7531 et seq.), or pursuant to Executive 
Order 9835, Executive Order 10450, or any other security or loyalty 
program relating to officers or employees of the Government, shall 


‘ 


be in accordance with the provisions of the said Act. 


Section 9. Review af Uatavorabic or Questionable Information 
Arising Subsequent to favorebie Determination. Whenever there is 
developed or received by any department or agency ineounarion indicating 
that the retention of any civilian officer or employee in the Federal 


service may not be in the best interests of the Government, such 


> 
etd 


information shall be forwarded to the head of the department or agency 


concerned, or to a designee, who, after such investigation as may t 


-appropriate, shall review or cause to be reviewed the unfavorable or 


questionable information, and determine whether the retention of the 
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person concerned is consistent with the standard set forth in Section 4 


of this Order. — 


’ 


-Section 10. Program Implementation and Management. 
(a) General Policy Oversight. The National Security Council shall 


exercise oversight over the Civil Service Commission and the Department 


of Justice in the operation of the Federal Personnel Security Program. 


(b) Civil Service Commission. The Civil Service Commission shall: 


(1) issve, within 90 days of the date of this Order, a program 


directive which will prescribe: 


(4) criteria to be used in making a determination under 


the standard set forth in Section 4 of this Order; 


(41) the scope of investigations conducted under this 


Order; 


(411) instructions related to the protection of the 


individual's rights; 


(iv) guidelines with respect to the updating of investigations; 


(v) minimum standards for the selection and training of 


a 
program personnel; and 


(vi) instructions dealing with the use, control, release, 


maintenance and disposal of investigative reports. 


' 
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(2) - furnish investigative support, upon request, to the 
legislative and judicial branches of the Government, and to all other 
Federal Government entities electing to be subject to the provisions 


of this Order; _ 


La 
. 


(3) establish and maintain a Sacuehcoinvestieations index, 
covering all persons as to whom personnel security investigations have 
been conducted under this Order, whether by the Civil Sseevied Commission 
Se any department or agency of the Executive Branch. The index shall 
contain the name of each person investigated, adequate identifying data 
concerning such person, identification of the department or agency which 
has conducted an investigation concerning the person, or has suspended 
or bevathaten the employment of such person under the authority granted 
to the heads of departments and agencies by or in accordance with the 
Act of August 26, 1950. ips SemunegTasestteseions Index established 


and maintained by the Civil Service Commission under Executive Order 10450 


of April 27, 1953, shall be made a part of this Index; 


(4) develop and prescribe standard forms to be used to 
implement the program; 


(5) establish a clearing house for program management information; 


. 
Pa od 
se 


(6) develop and prescribe statistical reporting procedures 


designed to facilitate analysis of the effectiveness of the Order; and 


(7) evaluate the manner in which the Order is being implemented 


throughout the Federal Governpent, prescribe corrective acticn or 
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modification to the heads of departments or agencies concerning 
deficiencies noted, and submit to the National Security Council an 
annual report uetailing the Commission's appraisal findings and the 


extent of department and agency compliance. 


e 
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(c) Department of Justice. The Department of Justice shall: 


(1) issue, within 90 days of the date of this Order, a program 


directive which will prescribe: 


(1) guidelines for the referral of cases to the Federal 
Bureau of Investigation, as provided for in Section 6(b) of this Order, 
and establish the criteria for the use of the information developed by 


these investigations in the adjudication of such cases; and 


(ii) guidelines with respect to the use of the polygraph, 
voice analyzer, or other similar technical equipment for employment 


screening and in the conduct of personnel investigations. = 


... (2) provide assistance and advice to the heads of departments 


dl 


and agencies regarding the implementation of this Order with respect to 


actions taken for reasons of national security against applicants and 


employees. 


(d) Departments and Agencies. The departments and agencies, or the 


£ t 


heads thereof, shall: 


(1) issue, within 90 days of the date of the directives cited 
in rubsection (b)(1) and subsection (c)(1) of this Section, appropriate~—~ 
s 


rappiovad for Aeease 20020816 -SlALRQR8 43Q1934R000400030014:95 order; 


mee 
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“(2) implement the program directives, poldeies aaa procedures 


nreter ives by the Civil Service Commission and the Departuent of SMEEAgSs 


Q) establish a central personnel security office, responsible 


for adjudicating cases, granting access clearance and maintaining program 


_ records as prescribed by the Civil Service Commission; 


(4) furnish to the Civil Service Commission information as 
prescribed by the Commission appropriate for the maintenance of the 


security-investigations index; and 


(5) implement any corrective action or modification prescribed 
by the Civil Service Commission with respect to the Commission's program 


appraisal responsiblity. 


at 
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